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Introduction to session 4



And now…
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1/ The different 
dimensions of 

responsible data 
management 

2/ Focus on data 
protection

3/ The  concepts 
of responsible 

data 
management in 

action- part 1

4/ The  concepts 
of responsible 

data 
management in 

action- part 2

5/ Discover how 
current stakes 

apply to you



Session 4 agenda
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• Introduction to today’s session
• Overview of the « data usage » steps of the cycle
• 1 focus on topic of high interest : De-identification
• Group work on 6 themes & debrief
• Local peer-to-peer exchange
• Conclusion

The development of this training material is supported by the French Ministry of Europe and Foreign Affairs

(MEAE-CDCS). Nevertheless, the ideas and opinions presented in this training do not necessarily represent those of

MEAE-CDCS.
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Feedback on the homework



Feedback on homework
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Questions & Answers and Quiz



Quiz
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Questions & Answers
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Do you have new questions on the last session?

You can find all the questions and answers from last 
session, including those we didn't have time to answer 
live, in the constant companion.
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Responsible data applied to data 
usage



Data Management cycle
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Do you remember Akachaland and 
our Unicorn NGO?
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Remember…

In the country Akachaland, a major flood during the moon season has
devastated around 30 villages, located in the north. You are a member of the
« Unicorn » NGO, from Finobaka, specialized in the protection of children and
women to whom you also provide food and NFI.

Unicorn is working with a its local partner Akachaland care who is amongst
other things collecting the data. The 2 ONGs have decided to share the
database to avoid collecting too much data.

Akachaland



Step 6:

14

Q
ua

lit
y

Security
Literacy

C
on

fi
de

nt
ia

lit
y

•Ensure data for analysis is only 
accessible to authorized staff

• Follow the analysis plan / 
check what is produced is 
inline with what was planned

• Ensure the analysis is not 
unduly biased

• Ensure proper 
understanding of data 
quality, bias, of the teams 
involved in the cleaning, as 
well as the limits of the data 
collected

• Respect SOPs on analysis



What would it look like in Akachaland? 

15

Unicorn put in place internal procedures alongside all the steps of the data 
management cycle to harmonise the practises in its missions and provide 
guidance to its staff, and has worked with Akachaland Care to do the same.

Akachaland Care colleagues collected data amongst the women and 
children. This collection aims at identifying the recipients of Unicorn’s 
assistance and their specific needs. The data is sensitive and personal and 
is stored in a database. 2 members of your Unicorn team need access to the 
database to analyse it.

How do you check that the collected data matches its designed purpose? 
How do manage the access rights to the database?
What measures do you take to follow your own procedures? How do you 
make sure the analysis process is unbiased ?



Ressources / templates available
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Sources: Tdh, ACAPS and CartONG 
quantitative data analysis Toolbox 

https://www.im-portal.org/help-library/a-guide-to-qualitative-analysis
https://cartong.pages.gitlab.cartong.org/learning-corner/en/4_understanding_data_analysis_page
https://www.im-portal.org/help-library/technical-brief-cognitive-biases


Step 7 :

17

Q
ua

lit
y

Security
Literacy

C
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lit
y •Ensure data is only shared to 

authorized staff and partners
•De-identify what you can, through 
aggregation and anonymization (or 
pseudonymization if no other 
solution)
•Minimise the personal data shared

• Share analysis with 
communities if relevant for 
feedback

• Build spaces for feedback 
with partners/communities

• Share aggregated data/ 
analysis with wider 
community if relevant / not 
sensitive

Ensure security of platform 
sharing data, with 
passwords/encryption
avoid use of email if they – or 
your recipient’s- are not 
encrypted
Respect SOPs on data sharing
Avoid non-professional 
accounts/emails/hardware used
Ensure passwords are shared in 
a secure fashion



What would it look like in Akachaland? 
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The data analysis is completed. Your donor from Brajoki is requesting the 
database as planned for an audit. Some affected communities are concerned 
about the data being shared too widely, as the armed group AKaidnippers is 
active and specialized in stealing the localisation data of children.

How do you prepare the data sharing to make sure it’s secure? Which platform 
are you going to use to share data? How do you make sure the shared data will 
be used properly with confidentiality by the donor?

Which mechanism was planned to insure the communities can share feedback? 
How will you respond to their worries about being identified? 

Relevance

Minimisation

What you 
were going to 
share

What 
interested 

them

Identified recipients
Hello, we are a 

mailing list !



Ressources / templates available

19
Sources: Enisa (EU) & OHCHR

https://www.ohchr.org/sites/default/files/Documents/Issues/HRIndicators/GuidanceNoteonApproachtoData.pdf
https://www.enisa.europa.eu/publications/pseudonymisation-techniques-and-best-practices


Step 8 :
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y •Follow your RAD plan: make sure you 

anonymise / archive (/ intermediary 
archive) or delete as soon as it can be
•Check there are no duplicates 
elsewhere
•Continue applying data subject 
rights
•Check that your partners also
respect the RAD plan!

• Document any issues 
encountered for accountability

• Ensure physical & IT security 
of data (paper & digital)

• Respect SOPs on access

• Accompany partners on the 
importance of becoming RAD

• Share learnings from this 
project 



What would it look like in Akachaland? 

21

After 5 years, the project of Unicorn will end soon in the northern region 
of Akachaland. As part of the project the Unicorn team is still using some 
data for their daily activities with some women and children, but many 
have been displaced to another country, and much of the initial data is no 
longer operationally useful.

When do you archive the data? Which data will be anonymised and how?
What about the data shared with Akachaland Care: how do you make sure 
they have planned a retention period and make sure to delete the data 
then?



Ressources / templates available
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Sources: The Engine Room/CartONG & the 
Responsible data management toolbox

https://www.im-portal.org/help-library/becoming-rad-how-to-retain-archive-and-dispose-of-data-responsibly
https://cartong.pages.gitlab.cartong.org/learning-corner/en/3_legal_contract_RD/3_7_storage_period
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Key focus on deidentification



Anonymisation vs de-identification
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De-identification is "the process used to prevent a 
person's personal identity from being revealed".

There are different degrees of identification of data (in a 
nutshell): 

Explicitly 
personal data

Pseudonymized 
data  

Anonymised 
data 

Scale of 
de-identification

Aggregated data



We have tried to simplify something rather 
complex!
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Source: future of privacy forum

https://fpf.org/wp-content/uploads/2016/04/FPF_Visual-Guide-to-Practical-Data-DeID.pdf


Techniques of de-identification
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Pseudonymization is a method of replacing, at the individual level, 
identifiable data with a reversible and consistent value (e.g. a 
beneficiary code), provided that this value is kept separate and safely.

Aggregation is the merging or grouping of data from individuals into 
groups (which may in turn be pseudonymised or anonymised). 

Anonymization is the process of removing or modifying all personal 
identifiers. Anonymization techniques are irreversible.

Name Pseudonymisation De-identification Anonymisation Aggregation

Noah 123 Age : 44 ans, Village : 
XX, Size HH : 12

XXXXXXXX Groupe A

Pierre 456 Age : 22 ans, Village : 
YY, Size taille : 2

XXXXXXXX Groupe A

Maar-Dipha 789 Age : 28 ans, Village : 
ZZ, Size taille : 5

XXXXXXXX Groupe B



However, keep in mind that:
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Pseudonymization is a method of replacing, at the individual level, 
identifiable data with a reversible and consistent value (e.g. a 
beneficiary code), provided that this value is kept separate and safely.

Aggregation is the merging or grouping of data from individuals into 
groups (which may in turn be pseudonymised or anonymised). 

Anonymization is the process of removing or modifying all personal 
identifiers. Anonymization techniques are irreversible.

Name Pseudonymisation De-identification Anonymisation Aggregation

Noah 123 Age : 44 ans, Village : 
XX, Size HH : 12

XXXXXXXX Groupe A

Pierre 456 Age : 22 ans, Village : 
YY, Size taille : 2

XXXXXXXX Groupe A

Maar-Dipha 789 Age : 28 ans, Village : 
ZZ, Size taille : 5

XXXXXXXX Groupe B

Good practice, but it is STILL considered personal data, 
as it can still be re-identified.

Can still be demographically or community identifiable 
data... and can therefore still be sensitive / cause harm to 
individuals or groups

No longer personal data, but requires difficult techniques. 
Humanitarian organisations therefore almost NEVER work 
with anonymised data



Field testimony

From HI – On its mission in Syria, about the practise of 
pseudonymisation of databases 
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Questions & Answers
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Do you have questions on the the topic of 
deidentification?
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Break
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Group exercise



Group discussion !
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Your group will have a topic attributed
You are expected:
- for the topic, to list Do’s and Don’ts in terms of good practices
- to answer your « nut cracking » question related to the theme

Group numbers:
1. Anonymisation- opportunity or technical challenge?
2. data as a key to better conversations between teams
3. Data destruction as the forgotten step
4. Feedback  to communities to close the loop
5. Learning from the experiences of the project
6. Data sharing in questionable contexts



Anonymisation- opportunity or technical 
challenge?!

33

• Don’t plan a big 
anonymisation exercice on 
each dataset you have- it’s 
quite a heavy enterprise that 
should only be done when you 
have planned proper resources

• Being creative about how to 
deidentify data when you can 
(pseudonymisation, 
aggregation etc) is already a 
great step forward

https://docs.google.com/spreadsheets/d/1rFgN61xBCUE5cidaCicZrx8DXtQYoHdOYXfWr1udk0w/edit#gid=1520464066


Data as a key to better conversations 
between teams

34

• Remember that “Data is a 
team sport” (School of Data)

• Create environments in which 
people are more valued than 
data, working together to use 
data as a vector for 
understanding & operational 
efficiency

https://schoolofdata.org/
https://www.im-portal.org/data-playbook


Data destruction as the forgotten step

35

• That final step of 
deleting/archiving the data is 
essential to ensure that when 
you might be gone on to other 
projects/missions, that nobody 
is left behind with data they 
don’t know what they are 
supposed to do with

https://www.im-portal.org/help-library/becoming-rad-how-to-retain-archive-and-dispose-of-data-responsibly
https://cartong.pages.gitlab.cartong.org/learning-corner/en/3_legal_contract_RD/3_7_storage_period


Feedback to communities & learning from the 
experiences of the project
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Feedback  to communities to 
close the loop
• When you are part of a survey, 

you like feeling that your time 
hasn’t been wasted by seeing 
the result, even if it’s just a few 
findings- think in the same way 
for affected populations!

Learning from the 
experiences of the project
• Each organisation has its own 

way of learning from projects, 
but think about what can 
work best in terms of sharing 
of capitalisation: learning 
events, peer exchange, practical 
traiings, awareness raising etc 



Data sharing in questionable contexts
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• Think of the context, the 
donor’s potential agenda

• Discuss it with him, what you 
are afraid of, if you can have 
these types of discussions

• Challenge him on his practices 
• Refer him to his organisational 

policies

https://data.humdata.org/dataset/2048a947-5714-4220-905b-e662cbcd14c8/resource/5bfa1f7f-713c-4331-89d6-436f86f014d0/download/guidance-note-7.pdf?_gl=1*1aq5dzp*_ga*NjM5OTMzNjg1LjE2NTUzNjE1OTY.*_ga_E60ZNX2F68*MTY5NzEwMDk2NS4xMC4wLjE2OTcxMDA5NjUuNjAuMC4w
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Peer-to-peer local exchanges



Local practises discussion in group !
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You will be grouped together by geographic zone, to discuss common 
issues in responsible data responsibility:
• introduce yourselves by tackling a specific M&E topic in your 

geographical area, 
• together, identify 1 topic of common interest among those shared, and 

exchange views on it

Groups are:
1. SOUTH EAST ASIA (PHILIPPINES, VIETNAM, LAOS, CAMBODIA, THAÏLAND)
2. BANGLADESH / MYANMAR
3. AFGHANISTAN/PAKISTAN/INDIA/NEPAL
4. IRAQ
5. LEBANON
6. YEMEN
7. SYRIA
8. NORTHERN AFRICA / MIDDLE EAST (EGYPT, LYBIA, JORDAN)
9. WESTERN AFRICA (NIGERIA, CAMEROUN, LIBERIA, SIERRA LEONE)
10. EAST AND SOUTH AFRICA (BURUNDI, RWANDA, MOZAMBIQUE, ZIMBABWE, KENYA, UGANDA, 

ETHIOPIA, SOUTH SUNDAN)
11. EASTERN EUROPE (ROMANIA, ALBANIA, KOSOVO, REP. MOLDOVA, UKRAINE)
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Conclusion



Key messages to remember
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• Much of what is required in terms of responsible data
management is defined at the planning /designing
stage, here you should mostly be following the analysis
plan/ RAD plan / SOPs/ data sharing agreements etc
defined uphill

• There are many templates/ressources to help you
along your way / help your organisation
structure/harmonise its procedures- it is not an
insurmountable mountain, you will see many next week

• Some topics still lack off the shelf resources / procedures-
but follow your « responsible data » common sense in
the meantime !



Questions & Answers

42

Do you have questions from this session?



Homework for the next session
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All photos: © CartONG
Icons used made by freepik from www.flaticon.com 

info@cartong.org www.cartong.org
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Thank you for your attention!

https://twitter.com/assocCartONG
https://www.facebook.com/CartONG-95965973113
https://www.linkedin.com/company/1843125/
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